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Kyushu University Information Ethics Rules
Kyushu University Rule No. 73 of 2012
Effective date: April 1, 2013
Last amended: May 29, 2024
(Kyushu University Rule No. 120 of 2023)

(Purpose)

Article 1 The purpose of these Rules is to maintain the ethics of persons who use information
assets of Kyushu University (hereinafter referred to as the "University") (these persons are
hereinafter referred to as "user(s)") and promote safe, smooth and proper use of information assets
by providing for the frame of mind and responsibilities of users, rules to be observed by them,
and other matters, thereby aiming to ensure enhancement of education, research, medical care

services and university management (hereinafter referred to as "education, etc.") at the University.

(Definition)

Article 2 The term "information assets" as used in these Rules means the following:
(i) the University’s information systems, the information recorded therein (including
documents inputted or outputted), and all information pertaining to the development, operation,
and maintenance of such systems;
(i1) information extracted from the University’s information systems, processed thereafter, and

retained or transmitted.

(Frame of Mind and Responsibilities)

Article 3 (1) A user must use information assets for the purpose of ensuring enhancement of
education, etc. at the University and cooperate in its management and operation of these assets.
(2) A user must give consideration to and respect the rights and interests of others.

(3) A user must pay sufficient attention to acts involved in the use of information assets.

(Rules to Be Observed)
Article 4 (1) When using information assets, a user must observe the internal regulations and other
rules which provide for the management and operation of information assets, and must not engage
in the following acts:

(i) acts that are not permitted by the qualification for use;

(i) acts that harm the rights and interests of others;

(iii) acts of transmitting false information or information that is contrary to public policy;

(iv) acts of causing damage or confusion to information assets; and

(v) other acts that the Information Policy Committee considers inappropriate.
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(2) When using information assets, a user must endeavor to understand the Basic Act on
Cybersecurity (Act No. 104 of 2014), the Act on Prohibition of Unauthorized Computer Access
(Act No. 128 of 1999), the Copyright Act (Act No. 48 of 1970), the Act on the Protection of
Personal Information (Act No. 57 of 2003), and other related laws and regulations, and must

observe these laws and regulations.

(Report of Incidents and Failures)
Article 5 If a user discovers an incident related to information security, suspicious behavior or
malfunction on an information system, falsification of information or any other failure, the user

must immediately report it to the prescribed manager.

(Auxiliary Provisions)
Article 6 Beyond what is provided in these Rules, necessary matters concerning information

ethics are specified by the Information Policy Committee.

Supplementary Provisions

These Rules come into effect as of April 1, 2013.

Supplementary Provisions (Kyushu University Rule No. 75 of 2014)

These Rules come into effect as of January 1, 2015.

Supplementary Provisions (Kyushu University Rule No. 110 of 2022)
These Rules come into effect as of April 1, 2023.

Supplementary Provisions (Kyushu University Rule No. 120 of 2023)
These Rules come into effect as of April 1, 2024.
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